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Abstract: Cyber security tends to only address the technical aspects of the infor-
mation systems. The lack of considerations for environmental long-range implica-
tions of failed cyber security planning and measures, especially in the protection
of critical infrastructure and industrial control systems, have created ecological
risks that are to a high degree unaddressed. This study compares dam safety
arrangements in the United States and Sweden. Dam safety in the United States
is highly regulated in many states, but inconsistent over the nation. In Sweden
dam safety is managed by self-regulation. The study investigates the weaknesses
and strengths in these regulatory and institutional arrangements from a cyber
security perspective. If ecological and environmental concerns were a part of the
risk evaluation and risk mitigation processes for cyber security, the hazard could
be limited. Successful environmentally-linked cyber defense mitigates the risk for
significant damage to domestic freshwater, aquatic and adjacent terrestrial eco-
systems, and protects ecosystem function.
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1 Purpose of the Study

The cyber security of critical infrastructure is a top priority in the industrialized
world, but tends to only address the technical intrusion in the information and
control systems instead of evaluating or considering the factual impact on society,
humans, urban areas, and ecosystems, if cyber security fails. This is visualized in
the allocation of research funds: cyber security is focused on the technical impli-
cations and to a lesser degree environmental and societal implications. This study
investigates dam safety programs and emergency preparedness in the United States
and Sweden as a gage of these countries’ resiliency and preparedness in the event
of a successful cyberattack that would jeopardize the functionality of the dam con-
trols. A failed cyber defense that impacts critical infrastructure could result in loss of
human lives. Environmental and ecological damages can be far costlier and difficult
to mitigate than the information systems and computer damages from cyberattacks.

1.1 Statement of the Problem

The lack of considerations for environmental long-range implications of failed
cyber security planning and measures, especially in the protection of critical infra-
structure and industrial control systems, have created ecological risks that are
largely unaddressed. The study compares dam safety arrangements in the United
States and Sweden. The US dam safety are in a set of states highly regulated, but
inconsistent over the nation. The Swedish approach has been self-regulating dam
safety. The study investigates the weaknesses and strength in these regulatory and
institutional arrangements from a cyber security perspective. If ecological and envi-
ronmental concerns were a part of the risk evaluation and risk mitigation processes
for cyber security the hazard could be limited. Successful environmentally-linked
cyber defense mitigates the risk for significant damage to domestic freshwater,
aquatic and adjacent terrestrial ecosystems, and protects ecosystem function.

1.2 State Sponsored Cyberattacks

Adversarial nation states have the technical and financial capacity to launch
complex attacks. In preparing a cyber defense system, it is imperative to acknowl-
edge that potential adversaries do not subscribe to the same standards or code of
ethics. To further complicate the ability to attribute a successful cyberattack is
the potential for cyber weapons to be released or used by a proxy other the nation
state that manufactured it. The risk posed by a hypothetical cyberattack is dif-
ficult to assess due to the number of factors, but presents a rich reward for covert
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adversaries if successful. A successful cyber attack targeting high hazard dams

could accomplish two key elements of a major terrorist or covert action:

1. high societal impact,

2. infliction of harm or induction of fear in the target population and societal
lifelines. Societal impact would likely influence policy.

1.3 The Embedded Vulnerability

Cyberattacks have been extended beyond the Internet to target Supervisory
Control and Data Acquisition (SCADA) (Stouffer et al. 2011), which are a subset of
industrial control systems. SCADA systems are a part of industrial control systems
that are widely used in industry, transportation, lights, and signal and the energy
sector. SCADA systems, therefore are a critical component of societal technical
infrastructure. These systems control the industrial processes that run our indus-
tries, chemical refineries, railroads, traffic lights and control processes in elec-
tricity generation and regulate water releases in dams by switch on or off process
and electro-mechanical parts such as valves, drains, lights, electric motors, and
information display.

Aside from SCADA systems developed with Internet protection features in
the last decade, SCADA were not intended or designed to be connected to any
other computer, let alone linked to a global information network as the Internet
conduit. The failure to look beyond computer systems and not include the human
as well as environmental hazards of a failed cyber defense is concerning.

2 Review of the Literature

A nation’s infrastructure defense from cyberattacks is not only protecting infor-
mation, network availability, or the global information grid, it is also safe-
guarding the lives of citizens and property and protecting ecosystems and the
ecosystem services that we rely upon. Attacks on the environment and the quality
of life of the citizenry directly affect the confidence the population has in the gov-
ernment’s ability to govern (Kallberg et al. 2013). For an adversarial nation that
seeks to influence a population and inject fear, cyber-created environmental
damages have a high payoff, especially if the cyber operations are covert and are
unlikely to be attributed. Successful environmentally-linked cyber defense miti-
gates the risk for significant damage to domestic freshwater, aquatic and adjacent
terrestrial ecosystems, and protects ecosystem function.
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The lack of considerations for environmental long-range implications of
failed cyber security planning and measures, especially in the protection of criti-
cal infrastructure and industrial control systems, have created ecological risks
that are unaddressed. If ecological and environmental concerns were a part of
the risk evaluation and risk mitigation processes for cyber security the hazard
could be limited. State-sponsored cyberattacks are likely to be perpetrated by
probing IT systems well in advance of a systematic attack. These early attempts
by perpetrators provide an opportunity for cyber defense by information sharing
and creation of a coordinated defensive effort. The United States learned of
Al-Qaeda’s intentions to target dams through a series of cyberattacks in 2002
(Harnden 2002; Gellman 2002). Evidence obtained from an Al-Qaeda member’s
laptop computer in Afghanistan revealed logs and an internet history that offer
software and programming tutorials for controlling digital switches (assumed
SCADA) that control water and power facilities and during interrogations of
al-Qaeda prisoners they told CIA integrators of their intent to use these switches
to launch cyberattacks in America (Harnden 2002).

A two-pronged approach of a cyberattack launched simultaneously with a
physical attack, for example, detonation of explosives at a dam, referred to as
kinetic weapons, could lead to massive destruction. Ronald Dick, FBI’s National
Infrastructure Protection Center, stated in a Washington Post interview in 2002,
“The event I fear most is a physical attack in conjunction with a cyberattack on
the responder’s 911 system or on the power grid (Harnden 2002).” In January
2013, the US Army Corps of Engineers National Inventory of Dams had a cyber
breach of dam data not available to the general public. The NID contains sensi-
tive information about dams including their vulnerabilities. Michelle Van Cleeve,
a former consultant to the CIA and adviser to the Executive Agent for Homeland
Security and Department of Defense was interviewed after the breach was made
public and her assessment of the breach was that it was an attempt to gather
information about US vulnerabilities for future cyber or military attacks (Zetter
2013). “In the wrong hands, the Army Corps of Engineers’ database could be a
cyberattack roadmap for a hostile state or terrorist group to disrupt power grids
or target dams in this country,” Van Cleeve stated (Zetter 2013).

To illustrate the evolving threat to dam security it is important to recall the
British Royal Air Force (RAF) offensive Operation “Chastise” in 1943. To disrupt
the industrial complex within the Ruhr Valley and munitions manufacturing and
minimize Germany’s ability to prolong World War II, the RAF sought to precision
bomb the Mohne and Sorpe dams (Webster 2005). Plans began in 1937 to develop
dam busting weaponry and refine the operational aspects of deploying bombs to
achieve the maximum effectiveness in exploding high capacity concrete dams.
RAF bombing of the dams resulted in breaching of the dams, widespread flooding
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downstream, loss of over 1250 German lives, and disruption of the Ruhr Valley’s
industry (Webster 2005). British RAF lost eight planes and 54 aircrew members in
the mission (Webster 2005). Although the relative success of Operation “Chastise”
is still debated, key among its successes were the disruption to German transport
infrastructure, and diversion of Germany’s labor from Atlantic defenses to dam
defenses (Webster 2005).

More difficult to quantify, but perhaps as important to the aim of the mission
were: 1) the value of the attack as a propaganda material and to demonstrate
Britain’s ability to precision bomb and “bring the war to Germany” to their allies,
2) Britain dropped leaflets featuring their success into occupied Europe, 3) the
likely psychological impact the attack had upon undermining Hitler’s confidence
and the move to dedicate the equivalent of a regular air-defense division to aerial
defense of dams out of fear of repeat attacks (Webster 2005). A potential adver-
sary is likely less restrained from attacking civilian dams, even if it would be
against international law, because several of the potential adversaries are totali-
tarian regimes that have less restraints and do not subscribe to the values that
created the rules of engagement in just war.

The effects of a successful cyberattack could release massive amounts of
water in a short timeframe that increases the stress and likelihood for failure
for dams further downstream. For example, a series of dam failures in a large
watershed could result in high loss of human lives, significant property damage,
widespread environmental impacts and disruption to societal infrastructure.
Hydroelectric dams and reservoirs are controlled using different computer net-
works, either cable or wireless, and the control networks connect to the Internet.
“A breach in the cyberdefenses of an electric utility company could lead all the
way down to the logic controllers that instruct the electric machinery to open the
floodgates” (Kallberg and Burk 2014).

Commonly, hydroelectric dams and reservoirs are built in a series along the
river’s length to maximize the capacity for electricity generation and take advan-
tage of power generated by sharp declines in elevation. A cyberattack on one
or more dams in the upper watershed could release water that would rapidly
increase pressure on downstream dams. With rapidly diminishing storage capac-
ity, downstream dams would be vulnerable to breach. Eventually, the attack
could have a cascading effect, literally and figuratively, through the river system
and result in a catastrophic flood.

The traditional cybersecurity approach is to focus on the loss of function and
disruption in electricity generation — overlooking the potential environmental
effect of an inland tsunami (Kallberg and Burk 2014). This is especially troublesome
where the population and the industries are dense along a river, such as in Penn-
sylvania, Germany, and other areas with cities built around historic mills. If the
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cyberattack occurred during a heavy rain when the dams were already stressed, any
rapid increase in water level could trigger successive dam collapses. This could lead
to high casualties and a critical loss of hydroelectric capacity. In nations seeking to
maximize their hydropower capacity and deliver electricity to other countries via
elaborate international electricity grids. Ensuring dam safety for these countries,
such as in Sweden, becomes an issue of domestic and international importance.

3 Methodology

This paper investigates the differences in high hazard potential dams, their
oversight and regulation between the United States and Sweden. The rationale
for selecting United States and Sweden are the high-hazard numbers of dams
and institutional differences. The method is open-source descriptive statistics,
leading to a case comparison between the United States and Sweden.

The study does not have access to the actual dam protection plans, pre-
event mitigation planning and efforts in place, and other classified informa-
tion. Therefore, the study focused on broader indications that were openly
accessible (State of California (2015).

Germany was initially studied but a significant number of the German dams
are either run-of-the-river hydropower stations without a sizeable reservoir or
pump storage hydropower dams. A massive release of water from a run-of-the-
river dam will impact the towns and areas along the banks of the river further
downstream by a slow paced flooding with no sizeable threat to human lives.
Pumped storage facilities that suddenly release the water will only move the
water from the higher magazine to the lower magazine, where the water masses
are contained. Damage might occur in the equipment due to the sudden uncon-
trolled release, but threats to human lives are limited. Therefore, Germany was
removed from the study.

4 Findings

The objectives of this inquiry are to;

1. outline the differences in dam characteristics and classification,

2. study institutional and emergency preparedness strengths and weakness
surrounding dam safety and discuss the potential risks for harm to life or
property posed by a cyber-induced dam failure,

3. discuss best practices for increasing dam safety and minimizing the risk
posed by a cyberattack.
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4.1 An Overview of Dams in United States

The United States Army Corps of Engineers’ (USACE) National Inventory of Dams
(NID) includes 87,359 dams (NID 2015). Of these, over one-third of the dams are
over 50 years old (NID 2015). USACE oversees dams in excess of 50 ft. (~15 m) or
1000 storage acre-feet (~1.2 mm?). The NID consists of dams meeting at least one
of the following criteria;

1. Dams classified as high hazard. High hazard is defined as the loss of one
human life is likely if the dam fails;

2. Significant hazard classification, which is defined as possible loss of human
life and high likelihood of significant environmental destruction in the event
of dam failure;

3. Dam height is equal to or exceeds 25 feet (~7.5 m) in height and exceeds 15
acre-feet (~18,500 m’) in storage,

4, Dam height exceeds 6 feet (~1.8 m) in height and dam storage is equal to or
exceeds 50 acre-feet (~62,000 m®) storage (NID 2015).

Although the aim of the NID is to include all dams that meet the above criteria,
limitations of funding hamper the USACE ability to gather and properly integrate
dam data (NID 2015). Among challenges to maintaining the accuracy of the NID
are challenges in performing consistent period assessments of dams, and iden-
tifying and resolving duplicate records (NID 2015; International Conference on
Critical Information Infrastructures Security 2011).

The Federal Emergency Management Agency (FEMA) has established a dam
hazard potential classification system to correspond to the magnitude of risk of a
dam failure. FEMA’s dam hazard classification estimates the risk of dam failure in
terms of loss of human life and economic, environmental, or lifeline losses. FEMA
has three hazard potential classifications: low, significant and high (Table 1)
(FEMA 1998; 2007; 2013).

Table 1: FEMA’s Dam Hazard Potential Classification System.

Hazard Potential Loss of Human Life Economic, Environmental, Lifeline
Classification Losses

Low None expected Low and generally limited to owner
Significant None expected Yes

High Probable. One or more expected Yes (but not necessary for this

classification)

Source: FEMA 2004.
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The United States has a land area of 9,161,966 km? and is ranked third in the
world in size and is over twice the size of the European Union (CIA 2015). With a
population of 318,892,103 residents the United States ranks fourth in the world
(CIA 2015). The number of dams by state and dam size varies considerably across
the United States and largely reflects population centers and land elevation
(Figure 1). High hazard dams are found in all states but are concentrated in the
Appalachians, the Rocky Mountains, the Pacific Northwest and California.

Of the over 87,359 dams in the NID, 14,726 (16.6%) are classified as high hazard
potential dams while the majority of dams (67.5%) in the US are categorized as
having a low hazard potential (Figure 2). The data to access the factual SCADA
design of high hazard dams is not accessible, so this study utilizes the presence
of an Emergency Assistance Plan (EAP) as a proxy for a basic level of all-hazards
preparedness.

Approximately, 60% of the high hazard potential dams in the United States
have an existing EAP while 32% of significant hazard potential dams have an EAP
(Figure 3).

Emergency preparedness as measured by prevalence of EAPs varies widely by
state. New Jersey has only two high hazard potential dams without an EAP versus
Alabama where EAPs exist for only 20% of high hazard dams (NID 2015). In addition

F NID by Height (ft.)
S .+ 0-25

’ 25-50

. 50-100

; ’ - 100-808

Figure 1: National Inventory of Dams (NID) Dams Classified by Height. Source: National Inven-
tory of Dams 2015.
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Figure 2: Dams in the United States by Hazard Potential. Source: National Inventory of Dams
Database 2015.

to having a low percentage of EAPs for high hazard dams, Alabama is also the only
state that has no dam safety legislation or formal dam safety program (NID 2015).
To assess states’ preparedness in relation to population the top four most popu-
lous states (California, Texas, New York and Florida), four least populous states
(Alaska, North Dakota, Vermont, and Wyoming), and four states selected using a
random number generator (Random 2014) were studied. Oregon, Arizona, Georgia
and New Mexico were randomly selected for comparison (Figures 4 and 5).
Populous states with the highest relative percentage of completed EAPs are
New York, Texas, California and Florida, respectively. However, a ranking of
populous states by highest number of high hazard potential dams lacking EAPs
reveals a different order: Texas (354), Florida (49), New York (19) and California
(12). California stands out among the most populous states in its high number
of high hazard dams that do not require an EAP. The randomly selected states of
Oregon, Arizona, Georgia and New Mexico reflect states of varying geography,

2700; 18%

3172; 22% ERkans
L o

=Yes =No =Notrequired

Figure 3: Number of High Hazard Potential Dams with an existing Emergency Action Plan (EAP).
Source: National Inventory of Dams Database 2015.
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Figure 4: Relative Percentage of High Hazard Potential Dams with and without an EAP. Data
source: National Inventory of Dams 2015.
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Figure 5: Number of High Hazard Potential Dams with and without an EAP. Data source:
National Inventory of Dams 2015.

dam types, population densities and economies. They are located on the west
coast, southwest, and south-central United States. Oregon has roughly one-fourth
of the high hazards dams compared to neighboring California. Seventy percent
of the high hazard dams in Oregon have an EAP, compared to less than 30% of
California’s high hazard dams; however, California does not require EAPs for over
2/3 of their high hazard dams (Figure 4). Oregon has a slightly higher number of
high hazard dams without EAPs than does California, but lacks the high number
of high hazard dams that do not require an EAP. The difference in EAP prepared-
ness between Arizona and New Mexico may reveal a difference in these state’s
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resources and population densities. Among US states, Arizona ranks 33rd (right
before Arkansas at 34th) and New Mexico ranks 45th for population densities
(US Census Bureau 2014). Arizona’s population density is 58.2 persons/mi? (~33
persons per km?) compared to New Mexico’s 17.2 persons/mi? (~7 persons per km?)
(US Census Bureau 2014). From this small sample of 12 states, it is evident that
the extent of emergency preparedness as indicated by number of EAPs for high
hazard potential dams, varies widely across the United States. Furthermore, not
all states have a dam safety program. Dam owners that operate a high hazard
potential dam are required to complete an EAP. However, the national average of
high hazard potential dams with EAPs is 69% (NID 2015).
Key strengths related to dam safety and lowered cyber-attack risk in the
United States are:
1. regulatory oversight and periodic inspection of high hazard dams by USACE
engineers;
2. FEMA’s leadership in adopting an all-hazards approach in emergency
management,
a consistent hazard classification is used for all dams in the United States,
4. hazard assessment to human lives and property are considered alongside
environmental hazards at the federal level.

bl

Potential weaknesses in dam safety programs and emergency preparedness

include:

1. there are over 14,500 high hazard dams in the United States,

2. not all states require dam owners to prepare, test for and update EAPs,

3. thevast majority of dams are privately owned making a consistent application
of dam safety regulations and addressing dam weaknesses resource intensive,

4, dam safety programs and emergency preparedness planning (EAPs) for high
hazard dams varies greatly by state making a federally equitable evaluation
of dam safety priorities and hazards challenging,

5. inability for dam operators to share intelligence related to potential attacks,
cyber or physical, and learn from cyberattack probing attempts,

6. failure of some of the nation’s high hazard dams would result in flooding
downstream of highly populated cities for example, Phoenix, AZ, Jersey City,
NJ, and Los Angeles, CA.

Findings from FEMA’s (2007) report Emergency Action Planning for State-Regulated

High Hazard Potential Dams recommendations for increasing dam safety, included:

1. improved coordination and communication between private dam owners
and federal and state agencies,

2. improved communication of dam failures,
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improvements to EAP documentation,

mapping of non-federal high hazard dams,

not all states require EAP’s for high-hazard potential dams,

limited funding for Emergency Action Planning for dams undermines the
mission of protection of life and property (FEMA 2007).

o p W

4.2 An Overview of Dams in Sweden

Sweden is a county with a landmass of 450,295 km? an area slightly larger than
the state of California and is bordered on the east by Norway and the west by
Finland (CIA 2015). The population of Sweden is estimated to be 9,723,809 (CIA
2015). In contrast to semi-arid California with over 38 million people, Sweden is
a water-rich country with low population densities and little reliance upon irri-
gated agriculture.

There are approximately 10,000 dams in Sweden. Roughly 27% of dams in
Sweden are classified in the highest hazard classification, 1A (Svenska Kraftnat
2010) (Figure 6). Most of these high hazards dams are owned by major utilities
and found along powerful, regulated hydropower rivers (Figure 7 and Table 2).
Failure of these dams could cause loss of human lives, destruction of prop-
erty, disruption in communication and transportation, and serious economic
or environmental damage. It is estimated that a dam failure among any of the
20-30 large high hazard dams, including Sourva dam that has twice the storage
as Hoover dam, would result in grave consequences (Svenska Kraftnit 2010).
Sweden relies heavily on hydropower for generation of electricity. Currently,
hydropower accounts for roughly half of the overall electricity production in the
country, which is generated by 200 large scale hydropower dams (>10 MW) and
1600 smaller hydropower dams (Vattenportalen 2007). Most of the hydropower
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Figure 6: Hazard Classification of Sweden’s Dams using the RIDAS System. Data source:
Svenska Kraftnit (2010).
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Figure 7: Hazard Classification of Dams in Sweden. Map Source: Svenska Kraftnét (2010).
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Table 2: Number of Class 1A Dams in Sweden and their Distribution in Counties of the Largest
Dam Owners (Svenska Kraftndt 2010).

Dam owner Class 1A Consequence  Number of Counties
Dams with Dams
Hydropower
Vattenfall 21 5
Fortum 21
The Ostersund water regulation enterprises 13 2

at the rivers: Daldlven, Ljusnan, Ljungan,
Indalsélven, /f\ngermanélven, and Umedlven
(all managed by same organization)

Statkraft 9 5
Skellefted Kraft 3 2
E. ON 4 2
Boliden Mineral N/A N/A

dams are along the length of the river and form a cascades and impounded
reaches. Failure of these dams could create a chain of dam failures downstream
along the entire stretch of the river to coast and “bring about serious disturbances
in activities vital to society” (Svenska Kraftnit 2010).

There are eight separate dam owners with dams classified as 1A and these
same dam owners also own and operate the majority of dams of consequence
class 1B and 2 (Svenska Kraftnit 2010) (Table 2).

Dam safety regulation is outlined in a patchwork of regulations, the most
important of these being the Civil Protection Act and Swedish Environmental
Code (Svenska Kraftnit 2010). Regulations are divided by different agencies with
no operative experience that act only as regulatory bodies. Dam safety legal regu-
lations require dam safety to meet a “high international standard,” but does not
specify a model (Svenska Kraftnét 2010).

Svenska Kraftnat is the government authority responsible for the security of
the electric grid and electricity preparedness as well as coordination of Sweden’s
dam safety (Svenska Kraftnét 2014). Established in 1992, it operates as a public
utility that generates revenues through assessing fees to electricity producers for
use of the national grid.

Dam safety is largely left to the dam owner’s and with no centralized and
clear dam safety regulations, the major utilities have little direction for safeguard-
ing lives, property and environment and are solely liable for damages caused by
the dam failure (Svenska Kraftnit 2010).

Unlike in the United States with a high amount of federal oversight and
emergency preparedness for dams classified as high hazard, the authority and
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responsibility for dam safety in Sweden resides largely within counties. The
county administrative board, as specified by the Environmental Code, provides
operational supervision of water operations including dam safety (Svenska Kraft-
néat 2010). Since all private owners of 1A Consequence dams have dams distrib-
uted across multiple counties (Table 2), this poses a logistical challenge for dam
safety management from the owner’s perspective. While local control may have
benefits one large drawback would be the lack of a comprehensive evaluation of
dam safety practices, best practices, and risk evaluation. County administrative
boards are also charged with providing for emergency preparedness planning
within their jurisdictions and are expected to be able to assume the duty of local
rescue in the event of a dam failure (Svenska Kraftnit 2010).

Environmental concerns and risks are an issue for county and local gov-
ernments meanwhile other issues such as human hazards are evaluated at the
national level.

Due to the remote location of most of the dams of consequence class 1A and
1B, hydroelectric dams are managed with a high level of centralization to reduce
labor cost. Access to good wireless reception is available even in remote loca-
tions making centralization and remote control of dams possible. A control center
can control up to 30—-40 large and mid-size hydro-electrical dams and numerous
water level regulating dams. The midsize dams and smaller dams are mainly con-
trolled by wireless data link. One control center controls 18% of Sweden’s hydro-
power (Svenska Kraftnét 2009).

4.2.1 Swedish Dam Safety Shortfalls

1. Dam safety and emergency preparedness does not follow an all hazards
approach - instead considerations of dam safety are limited to supra-sea-
sonal precipitation and technical standings.

2. There are a limited number of control centers with no ability to manually
override the systems within hours. Sometimes, competent key personnel are
located 200300 km away.

3. There is a high reliance on wireless controls throughout most of Sweden’s
high hazard dams.

4. A few large utilities dominate the hydropower market and they have gained
the trust of government which leads to self-regulation creating an inconsist-
ent dam emergency preparedness across the country.

5. Heavyreliance on hydropower by Sweden and in the future other countries as
Sweden is in the process of extending their grid to Germany and other neigh-
boring countries, puts a heavy emphasis on power generation reliability
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and maximum production. Towards this end, international interest in the
reliability and safety of Sweden’s dams should provide an impetus to address
shortfalls in their dam safety programs and move towards an integrated all-
hazards model similar to the United States.

5 Conclusions and Recommendations

The individual threat of a successful cyberattack to a dam should not be over-
stated, but planned for. The threat posed by a cyberattack is inherently difficult to
quantify and not all dams are vulnerable nor pose a hazard to surrounding popu-
lations if a failure occurred. However, the threat is real and dams are an attractive
target for adversaries that seek to disrupt and destabilize society.

The payoff of a potential terroristic cyberattack would be very high as it
erodes trust the targeted government’s population has in their government’s
ability to govern and provide security. One major successful attack would influ-
ence a national confidence in the government’s ability to provide a safe living
environment.

Two-pronged kinetic and cyberattacks to dams when dams or populations
downstream are at their most vulnerable could prove especially deadly. So far
Sweden has not experienced a dam failure of devastating consequences and loss
of human lives, but the United States has, notably in flooding caused by levee
failure that caused exceptional flooding in New Orleans after Hurricane Katrina
and loss of over 1400 human lives. Similarly, a two-pronged attack to dams would
be most deadly and destructive if conducted while dams are at their capacity due
to above average precipitation or during periods of rapid snowpack melting. The
impact of these attacks is based on the absence of planning for cyber resiliency.

5.1 Policy

A policy concern identified in this study is the degree of freedom states in the
United States have to determine their standards for dam safety. If there are no reg-
ulatory interest to regulate and standardize dam safety in general, the cyber secu-
rity aspects will then be a matter of the dam owner’s own interest and if it is seen
as a problem on a local level. Cyber risks are abstract, until they become attacks,
and require specific domain knowledge that could be unevenly distributed in the
industry. In the absence of rules and regulation it is likely that cyber risks are
addressed in a fraction of the conducted planning and mitigation processes.

Brought to you by | US Military Academy West Point
Authenticated
Download Date | 9/22/17 9:14 PM



DE GRUYTER Cyber Defense as a part of Hazard Mitigation =—— 93

The study also raises questions about the balance between regulatory require-
ments for cyber security for dams and the reliance on self-regulation within the
industry, which in most societies is a matter of ideological outlook and beyond
the scope of this study.

5.2 Practice

A practice that this study suggests is general and applies to any country with
high hazard dams. Even if dam control is automated and remotely controlled
through wireless communication, there is a need to ensure that these instruc-
tions can be manually overridden, and the dam owner can maintain control over
the dam activity even if cyberattacked. The dependency on wireless and remote
control is a growing vulnerability as dam control is becoming more centralized
and based on digital communications for commands to the dams and related
facilities.

5.3 Future Research

Cyber security research within the realm of computer science and engineering is
generally more focused on defending the information systems without address-
ing the potential societal and environmental consequences of a failed cyber
defense. Emergency management as a discipline is academically focused on
assessing the consequences, mitigating risks, and handling potential outfalls.
Dam-related cyber security is an opportunity for multi-disciplinary research that
merges computer science, engineering, emergency management, and natural
resources management.
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