Implications of Quantum Information
Processing On Military Operations

MSG Jeffrey D. Morris, Ph.D., USA

DEPARTMENT OF THE ARMY
UNITED STATE MILITARY ACADEMY

ARMY CYBER INSTITUTE

West Point, New York



The views expressed in this work are those of the authors and do not reflect the official
policy or position of the United States Army, Department of Defense, or the United
States Government. This material is declared a work of the U.S. Government and is not
subject to copyright protection in the United States.



Contents

EXECUTIVE SUMMARY ...ttt ettt ettt ettt sttt sttt ettt e bt e s bt e sbeesseesseesme e sateeateeaneebeeabeebeenneennees 4
INTRODUCGTION ...cetiiteeiittttete e ettt e e e ettt e e e e e sa bt et e e e e e e eaaann bttt eeeeesaannbs e e e eeeeeaaansbeeeeeeeesannsneeeeeeesaannnrnneeeas 5
QUANTUM COMPUTING . .. ae s as s sses e sesssesesesesesesesesesesnsnsnesenenenenene 5
Prime Factorization Cryptography Will Fall ...........oooviiiiiiiiee e e e e e e 7
Faster Hardware and Quantum ParallelisSm..........c.coouiiiiiiiiienie et s 7
R LT YT ol o FO PP PRSP USSR 8
QUANTUM COMPULING ISSUBS ... iieieeeeeeeeeieeeeeses s s sbaabababebebsbesesebesabesesesennnnsnennnnns 9
QUANTUM KEY DISTRIBUTION (QUKD) ..eeeuveeruieeeiererieesreessieeeseeessesesseeessseesssesssseessssessssessssesssssessssessssesenses 10
(Provably) Secure Key DiStribULION ......c..ceiiiiiii ettt et e et e e e et ee e e enaae e e ennes 12
QUKD LIMIEATIONS ceeeieeiee ittt ettt ettt e e st e s st e e s e e e s s mbe e e s sameee e s aabe e e s enreeessaneeeesaaneneesanrenesenrees 13
11771 R L07AN B [0 ]\ N T U U U TN 14
REFERENCES ...ttt sttt st st st et et et et e s bt e s b e s bt e s bt e s ae e s ae e e ae e e st e et e et e e b e enbeenbeenneenne 15



EXECUTIVE SUMMARY

This paper discusses the benefits and drawbacks of quantum computing and
guantum cryptography, subsets of the field of Quantum Information Processing (QIP).
This field uses quantum mechanics for information processing rather than classical
mechanics and portends game-changing implications to technologies long-relied on by
military organizations, including computing, communication, and cryptographic systems.
Quantum information processing may provide advantageous to Army operations in two
areas: massive parallel processing and secure key distribution.

Quantum mechanics allows a single quantum computer to compute as dozens or
even hundreds of classical computers, known as ‘quantum parallelism.” This is leading
to a new paradigm in computing as these computers undermine current cryptographic
systems. Continuing work in other families of cryptographic systems shows promise for
being unaffected by quantum processing and quantum mechanics allows for the
creation and distribution of completely secret keys. This solution may require fielding a
new generation of cryptographic hardware systems throughout the Army. Quantum
parallelism applies to data searching, providing a polynomial speed-up for searching
large databases, such as cloud storage, personnel systems, or intelligence repositories.



“If a quantum computer is ever built, much of conventional cryptography will fall apart!”
(Giles Brassard, 1984)

INTRODUCTION

This paper discusses the benefits and drawbacks of quantum computing and
guantum cryptography, subsets of the field of Quantum Information Processing (QIP).
This field uses quantum mechanics for information processing rather than classical
mechanics and portends game-changing implications to technologies long-relied on by
military organizations, including computing, communication, and cryptographic systems.
QIP is an emerging area of research whose complexity and often counterintuitive nature
makes it difficult to separate fact from fiction. This paper provides an overview of QIP
from the perspective of military operations and proposes estimates when major
breakthroughs might occur. As with any attempt at predicting the future, these estimates
are just that, estimates, but included to provide a rough approximation.

Quantum mechanics allows a single quantum computer to compute as dozens or
even hundreds of classical computers, known as ‘quantum parallelism.” This is leading
to a new paradigm in computing [1] as these computers undermine current public key
infrastructure (PKI) encryption systems, including the Department of Defense (DOD)
Common Access Card (CAC) system, as breaking this form of encryption would be a
trivial effort [2]. Continuing work in lattice-, code-, hash- and multivariate-based
cryptographic systems shows promise for being ‘quantum resistant’ [3-6], as they do not
use the same basis for encryption as PKI.

QUANTUM COMPUTING

Quantum computing uses a fundamental information unit, the quantum bit or ‘qubit,’?
different from classical computers, which use the ‘bit’, a logical unit based on whether
an electrical signal is off or on through a pathway. Unlike classical computing, where
each bit contains only one of two possible values [7], each qubit is in a continuous
range between ‘1’ or ‘0’ and a system of qubits hold each set of values in each qubit.
Figure 1 shows a comparison between the values in a bit and a qubit.

L A qubit contains a continuous set of possible values expressed by unit vectors within a complex state space with a
fixed basis. These systems describe things such as photon polarization, electron spin, and other orthogonal pairs.
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Fig 1. Comparison of classical and quantum bits [8].

For example, a system of three classical bits can hold a single number between 0-7
(2%) while system of three qubits can hold all numbers 0-7 at the same time. While
guantum computing provides efficient solutions to some classes of problems due to
working on huge number sets at a single time (e.g. factoring large numbers, the basis
for current PKI cryptograph), it does no better than existing classical computers on
certain problem classes (hashes, multi-variate systems) and on other classes it provides
only a small increase in efficiency (e.g. searches of unstructured lists).

Devoret and Schoelkopf created a ‘timeline’ for quantum computing comparing the
complexity necessary for such a computer to the time needed to perfect the complexity.
Figure 2 visualizes the seven levels of complexity and shows quantum computing is
moving from level three (QND Measurements) to level four (logical memory lifetimes)
Devoret says as of yet, scientists have not found any fundamental problems that would
prevent building large-scale quantum processors.

b Fault-tolerant quantum computation

{ Algorithms on multiple logical qubits

‘ Operations on single logical qubits

ﬁ‘ Logical memory with longer lifetime than physical qubits
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Algorithms on multiple physical qubits

NANANNAN

Operations on single physical qubits
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Fig 2. Seven stages in the development of quantum information processing [9].



Prime Factorization Cryptography Will Fall

The strength of many common cryptographic algorithms rely on computational
security, meaning the algorithm is secure if there is a negligible chance of discovering
the key in a “reasonable” amount of time using current computational technology [10].
Recent developments in quantum computing technology (including supporting
algorithms) place certain classes of commonly-used asymmetric cryptographic
algorithms (i.e. those that rely on the difficulty of factoring large numbers into their
constituent primes, such as the Rivest, Shamir, and Adleman (RSA) algorithm), at risk.

These algorithms are the basis of existing PKI used throughout the world (e.g. e-
commerce, digital signatures and token-based authentication systems). The resulting
loss of security in commonly used asymmetric public key cryptographic algorithms, such
as RSA, will likely increase the use of symmetric cryptographic systems and intensify
the need for secure and efficient key distribution [11, 12]. Certain groups of
cryptographic systems (lattice & multi-variate) believed hard to solve by quantum
systems are rising to the forefront of next-generation PKI systems. Table 1 compares
classical and quantum computers factoring different size of numbers.

Table 1. Comparison of Classical vs. Quantum computers [2]

Classical Computer Quantum Computer
Factor 193 digits using a 2.2Ghz machine: | Factor 193 digits using a 2.2 GHz
30 CPU years machine: 0.1 seconds

Factor 232 digits using a 2.2Ghz machine: | No estimate available
2000 CPU years*

Factor 500 digits using a 2.2Ghz machine: | Factor 500 digits using a 2.2 GHz
10%*? CPU years machine: 2 seconds

*Largest number currently factorable; special hardware using a distributed system of computers [13]

Another concern is cryptographic data security in the future. Vast quantities of
data encrypted with current technology and stored in computers across the globe will
suddenly become at risk once quantum computers become a reality. Any encrypted text
captured and stored by adversaries but secure now will become vulnerable in the future.
There are certain secrets that need protection into the future, such as nuclear weapon
technology, trade secrets or proprietary data and diplomatic traffic. Decryption of this
data could have dangerous consequences and this stored data must be re-encrypted
with newer technology once the older encryption systems become compromised.

Faster Hardware and Quantum Parallelism

Another expected benefit is increases in hardware speed. Current computer
technology increases hardware speed by increasing the density of transistors on a




single processing chip, shortening the travel distance for electrons through the trace
paths within the chip. This miniaturization is now subject to harmful quantum effects
because of the minute distances between electron paths (quantum tunneling).
Hardware built to harness these quantum effects, rather than minimize them, may run
much faster than current technology [14].

D-Wave Systems (http://www.dwavesys.com/) offers their version of a ‘quantum
computer.” They have stirred controversy with their D-Wave Two computer, which they
claim contains 512 qubits. While scientists debate whether the machine performs
guantum computations [15, 16], last year Time magazine featured an article on D-Wave
and noted several companies and agencies have bought these machines (Lockheed-
Martin, NASA, Google and an unnamed U.S. intelligence agency) [17]. This machine is
specifically built to solve optimization problems and cannot factor large numbers,
leading scientists to debate if it is the quantum computer envisioned by the early
pioneers [18-20].

Quantum parallelism allows a single quantum computer to do the work of a
distributed system of classical computers, enabling better brute force attacks on
cryptographic systems by using this technique along with efficient quantum algorithms
[21]. Classical computational power scales linearly as processing speed, memory speed
and number of processors increase. Quantum computational power scales
exponentially with the number of qubits added to the system. Table Il, from a recent
paper on quantum computers, shows the comparison between classical and quantum
computers needed to factor a 2048-bit number of the type used for RSA encryption.

Table Il. Factoring a 2048-bit Number [22].

Metric Classical Computers Quantum Computer
Time to Run: 10 years 24 hours
Size of hardware: | Server farm covering ¥ of North | 100K logical qubits and 200M
America physical qubits, in less than a
small room
Power Usage: 10?2 megawatts (10° times world | <10 megawatts (less than the

output, consuming the world’'s | power consumed for a house
entire amount of fossil fuels in | for a year)[23]

one day)
Cost: $10° billion (17,000 x 2014 US | $100 billion (0.6% of 2014 US
GDP)[24] GDP)[24]

Faster Search

Quantum computing leads to faster searches for certain classes of structured lists,
such as large databases and the results of analytic programs and processes. While the


http://www.dwavesys.com/

increase is small,? it been proven faster than any classical approach [25]. Matched with
an increase in computation speed, this could lead to better and faster simulations, real-
time process searches and fast n" dimensional data searches.

Quantum Computing Issues

While quantum computers have many expected benefits, there are several hurdles
to overcome. The first is the greatest challenge: manipulating qubits is hard. Quantum
systems disturb easily, causing the qubits to collapse into unusable or error states, the
phenomenon of decoherence® [26]. The difficulty is isolating the qubits from the
surrounding environment but still be able to manipulate them for computational
purposes. Most of the effort in resources in a quantum computer will go into error
correction of the qubits, countering the decoherence effects [9].

A common solution is to cool the machine to temperatures approaching absolute
zero, an expensive and technically difficult solution. This problem currently limits the
size of quantum computers to less than tens of qubits, a chip size of 20 bits of
processing power. As of yet, there has not been a ‘Moore’s Law’* growth in the
complexity of quantum computers [9]. Even these small achievements need massively-
cooled systems or exotic hardware such as nuclear magnetic resonance (NMR)
systems the size of rooms [25].

Even solving these problems will not make quantum computers an everyday device.
While providing increases in speed and quickly solving problems considered infeasible
for classical computers, there are entire classes of problems where quantum computers
are not better, such as post-quantum cryptographic systems, and certain kinds of math
problems. The quantum search algorithm mentioned earlier was shown to be optimal,
meaning these searches cannot improve through better quantum computers, meaning
regardless of computer improvements, the problem does not become easier to solve.

Certain other results suggest the limited nature of quantum algorithms (beyond
the scope of this paper). These problems, with hardware costs and scaling issues, limit
guantum machines to specialized applications such as decryption, massive database
searching and complex modeling and simulation, much like the “super-computers” of
earlier decades. Referring back to Figure 2, there are further development stages that

2 /Nsteps for a quantum computer vs. N steps for a classical computer.
3 Decoherence is the errors introduced into a quantum state by interaction with the surrounding environment (heat,

light, sound or any other form of energy) .Technically, decoherence leads to an error state zi e E |¢ fora
combination of errors [25].

4 Moore’s Law — “an axiom of microprocessor development usually holding that processing power doubles about
every 18 months especially relative to cost or size” [46].



need solving before QIP becomes reality [9]. Table Il provides estimates when
guantum technology may become generally available.

Table Ill. Quantum Technology Deployment Estimates

Technology Time to Deployment Notes
QKD Now Systems improving rapidly
Quantum Computer Now D-Wave systems 512-qubit
(adiabatic)* system
Quantum Computer (gated)** | 10-20 years Dependent on solving many
other technology issues

*specialized system for optimization problems
**general design using quantum equivalents of classical computing gates

QUANTUM KEY DISTRIBUTION (QKD)

Cryptography is a centuries old battle between code maker and code breaker [11].
Today much of modern society depends on cryptography to provide security services
including confidentiality, integrity, authentication, and non-repudiation [27].
Unfortunately, only the One-Time-Pad (OTP) symmetric key algorithm is “information-
theoretically secure” [28, 29]. All other cryptographic systems are breakable if the
adversary has enough cipher text, computational resources, and time [10], a significant
issue at the dawn of the quantum computing. Despite its security, the OTP is not in
common use because of its requirement that its keys are random, equal in length to the
message, and are never reused. These requirements impose significant limitations on
use of the OTP in most applications because of the problems involved with secure key
generation and distribution.

Quantum Key Distribution (QKD) is a technology that offers the means for two
geographically separated parties to create a shared secret key [30]. QKD allows for
detecting eavesdropping on the key exchange, assuring the secrecy of the key. This is
possible because of the fundamental laws of quantum mechanics, which ensures any
third-party eavesdropping on the quantum channel introduces detectable errors.
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Ouantum Key Distribution

j guantum crypiographic system will allow two people, say, Alice and
Bab, to exchange a secret key. The system includes a transmitter
and a receiver. Alice uses the transmitter to send photons in one of
four polarizations: 0, 45, 90 or 135 degrees. Bobs uses the receiver to
measure the polarization. According to the laws of quantum mechanics,
the receiver can distinguish between rectilinear polarizations (0 and 90), or
it can quickly be reconfigured to discriminate between diagonal polariza-
tions (45 and 135); it can never, however, distinguish both types, The key
distribution requires several steps, Alice sends phoetons with ane of four
polarizations, which she has chosen at random.

| S —=N——/1 |

For each photon, Bob chooses at random the type of measurement; either
the rectilinear type (#) or the diagonal type (x).

++XXF+EXXX+

Bob records the result of his measurement but keeps it a secret, ‘

| =/ N\N—/// 1

Bab publicly announces the type of measurements he made, and Alice tells
him which measurements were of the correct type.

Alice and Bob keep all cases in which Bob measured the correct type. These
cases are then translated into bits (1% and 0's) and thereby become the key. |

] S 7 I

1 0 0 1

Fig 3. Quantum Key Distribution, shown in Bennett's 1992 paper [31].

The genesis of Quantum Key Distribution (QKD) traces back to Stephen Wiesner,
who developed the idea of quantum conjugate coding in the late 1960s [32]. He
described an application for quantum coding to broadcasting multiple messages in such
a way that reading one of the messages destroys the others (quantum multiplexing).
Wiesner’s quantum multiplexing uses photons polarized in conjugate bases as qubits to
pass information. If the receiver measures the photons in the correct polarization basis,
he or she receives a correct result with high likelihood. However, if the receiver
measures the photons in the wrong (conjugate) basis, the measured result is random,
and because of the measurement, all information about the original basis is destroyed
[33]. These ideas lead Charles Bennett and Giles Brassard to describe a cryptographic
system based on the laws of quantum mechanics [31].
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(Provably) Secure Key Distribution

QKD is suitable for use in any key distribution application that has high security
requirements. Existing documented applications include financial transactions and
electoral communications [34, 35], but there are numerous potential applications in law
enforcement, government, and military applications. The commercial systems typically
use QKD as a means to produce shared secret keys for use in bulk symmetric
encryption algorithms, such as the Advanced Encryption Standard (AES). In this case,
the QKD-generated key updates the encryption key frequently (e.g., once a minute)
reducing the needed QKD-key generation rate, which is inversely related to the distance
between the QKD systems. While not unconditionally secure®, users consider this an
improvement when compared with updating the key less frequently (e.g., daily or
monthly) [33].

5

t QKD System Architecture ;

: |

| Alice Bob i

i i ]

i NET, ||+ Classical Channel o [NET, :

! CPU, _ Quantum Channel CPU, E

; ac, |[* ’| | QG |

N S N
Shared Key K Shared Key K

Plaintext m Bulk Ciphertext E,(m) Bulk Plaintext m
b E— - » ‘-
Encryptor Encryptor

Fig 4. Reference QKD architecture [36].

Since developing the first QKD protocol there have been many new QKD-related
protocols, technologies, and architectures developed which provide the ability for
unconditionally secure key distribution. In 2001, ID Quantique SA offered and sold the
first commercially available QKD system [37]. This was a significant development as
anyone could buy an unconditionally secure cryptosystem costing less than half a
million dollars, depending on the type of system and the provider. Commercial QKD
systems are available from sellers in Europe (ID Quantique,
http://www.idquantigue.com/;  SeQureNet, http://www.sequrenet.com/),  Australia
(Quintessence Labs, http://glabsusa.com/),North America (MagiQ,

5 Unconditional security exists when the potential adversary is limited by the only assumption that the laws of
physics are correct. Generally, this leads to an adversary with unlimited computing power, time and storage [47].
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http://www.magigtech.com/MagiQ/Home.html) and Asia (Quantum Communication
Technology Co., Ltd., http://www.quantum-info.com ) and used in applications needing
high security such as financial and electoral communications [34, 35]. In 2014, Los
Alamos National Laboratory licensed the results of their 20 years of quantum
cryptography research to Whitewood Encryption Systems, Inc. to create quantum-based
random number generators and encryption systems [38].

Optical
fiber
1010001 - —
0101001 BS,, . ,
0100101 D,
Alice's electronics = Bah's electronics 19 inches box
1
9 inches box T
0110001
0111001
Alice :
Ethernet

Fig 5. “Plug & Play” system architecture for the Swiss QKD system [39].

Pictured in Fig 4 Is the design for a “plug & play” [40] system proposed and built by
Swiss scientists in the early 2000’s. This system was successfully deployed under a
lake in Switzerland and connected two research centers for many months. Many follow-
on QKD systems use a variant of this architecture.

QKD-secured systems could connect command and control nodes throughout the
communication channels, connecting commanders with their leadership through
terrestrial and ground to space circuits. Satellites with onboard QKD devices could
communicate globally, and distribute new keys to friendly systems located anywhere in
the line of sight to the platforms. Changing the key several times a second could make it
almost impossible for cyber adversaries to decrypt the communications traffic.

QKD Limitations

Though QKD provides many benefits, it has several limitations. The first is the most
critical, as current technology and hardware does not meet the conditions specified in
the QKD protocol. These hardware ‘non-idealities’ include on-demand single photon
emitters, lossless photonic channels between sender and receiver, perfect photonic
detectors, and perfect alignment of bases throughout the system. Current QKD systems
cannot meet the theoretical security of the original QKD protocol, leading to security
issues with the systems, called ‘quantum hacking,” with much work with these issues

13
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being done at the Quantum hacking lab (http://www.vadl.com/lab/), led by Dr. Vadim
Makarov [41-43].

Other issues with current QKD systems are their slow key generation rate and
limited range. The “unconditionally secure” system needs one bit of key for each bit of
data, but current QKD systems generate key material far too slowly for this form of
encryption, so current implementations generate key for other encryptors, such as a
bulk AES network encryptor [34, 37]. Current ranges for QKD systems are less than
100km because of quantum effects with the transmission channels and issues with
current-generation photon detectors. The communication range and key generation rate
are inversely linked, as the range increases between sender and receiver, the key rate
decreases, effectively reaching zero key transmission [37, 44].

IMPLICATIONS

Quantum information processing, specifically quantum computing and QKD, may
provide advantageous to Army operations in two areas: massive parallel processing and
secure key distribution. As noted before, quantum computing could bring the ability to
break widely-used current encryption systems in almost real-time, forcing both friendly
and adversaries to invest in developing encryption protocols that are quantum
computing resistant [3, 6, 45]. This may require fielding a new generation of
cryptographic hardware and systems throughout the Army. The ability of quantum
computers to search efficiently large data lists may allow any system that uses
databases or data storage to decrease response time and evaluate greater amounts of
data efficiently, an important ability in the dawning world of cloud data storage. Any
system or process that requires large amounts of computing time or data searching may
benefit from quantum computers.

QKD may provide defense against the decryption abilities of quantum computers. If
QKD systems increase key generation rates to enable OTP encryption, this would
defeat decryption by quantum computers. This requires QKD systems fielded to
senders and receivers throughout the Army, and even key distribution by satellites in
low earth orbit to ground stations. Even if key rates continue to be slow, using QKD-
generated keys to rapidly change keys on quantum-computing resistant cryptosystems
may provide secure encryption without using OTP.
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