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TECH TRENDS: 
Stories/Links 

 Top Evasion & Exfiltration Techniques Used by Attackers.  
>> Attacker Techniques.  

 Iran-linked Hackers Adopt New Data Exfiltration Methods.  
>>   Iranian Data Exfil Measures.  

 Thousands of Servers Found Leaking Passwords and Keys. 
>>  2300 Servers Exposing Credentials.  

 Hacker 'Guccifer 2.0' Reportedly Confirmed Russian Agent. 
>>  VPN Mistake Exposes Hacker to Scrutiny.  

 'R2D2' Stops Disk-Wipe Malware Before It Executes.  
>>  R2D2 = Reactive Redundancy for Data Destruction.  

 Stingray Spying: 5G Will Protect Vs. Surveillance Attacks. 
>>  To 5G or Not to 5G?  

 Frmr Israeli Spy & Team of Elite Hackers Form C-S Firm. 
>>  Mossad Chief Starts New Cybersecurity Firm: XM Cyber.  

 Why the Military Takes 3-D Printer Cybersecurity Seriously. 
>>  What Could Go Wrong With a 3D Printer?  

 AVCrypt Ransomware Attempts to Eradicate Your Antivirus.  
>>  How AV Crypt Subverts Firewalls.  

 GoScanSSH Malware Avoids Gov. and Military Servers.  
>>  GoScan SSH Targets Vulnerable Linux Systems.  

 Intel CPUs Vulnerable to New 'BranchScope' Attack.  
>>  Another Attack Targets CPUs.  

 Arkansas Man Sentenced for Developing Prolific Malware.  
>>  NanoCore RAT and Net Seal Malware Developer Busted.  

 Former IT Employee of Railroad Sentenced to Prison.   
>>  Insider Damages Railroad Network.  

 Trusted Boot: Ensuring Embedded Computing Systems. 
>>  A Strategy for Protecting Embedded Systems.  

 Why You Shouldn't Trust a Stranger's VPN.  
>>  WebRTC Flaw Leaves VPNs Vulnerable.  

 IoT Smartphone Apps Making Life Easy for Online Criminals. 
>>  80% of Apps Tested Vulnerable, Some have 15 Bugs.  

 Congressional IT Workers Not Vetted.   
>>  Unauthorized Access Revealed by IG.  

 Your Monthly Data Breach Report for April 2018.  
>>  April 2018: A Month Like Any Other.  

 Legacy Tech a Threat to EU’s Telecom Infrastructure.  
>>  Legacy Tech Poses Challenge to Telecom Industry.  

 Fake Software Update Abuses NetSupport RAT.  
>>  Fake Updates Spreads RAT.  

 Thousands of Hacked Sites Infecting Visitors with Malware.  
>>  Banking Malware Lurking on Unprotected Sites.  

 U.K. Reveals Its First Major Cyber-Attack Was Against IS.  
>>  British Cyber Campaign Vs. ISIS Revealed.  
 
 

 
 
 
 
 
 
 

Contact Us 
Army Cyber Institute at West Point 
2101 New South Post Road 
West Point, NY 10996 
Phone: 845-938-3436  
Web: www.cyber.army.mil 
Email: threat.cyber@usma.edu 

Bi-Weekly Cyber Threat Report 
Apr 1st – Apr 16th, 2018 
Recent Russian Cyber Activities and Developments.    
Items of Interest: Advanced Persistent Threats / DCO   
     Robotics, artificial intelligence, and a willingness to strike the enemy’s non-military 
targets will figure in the country’s future strategies. Russia will be increasing 
investment in these areas, as well as space and information warfare, Russian Army 
Gen. Valery Gerasimov told members of the Russian Military Academy of the General 
Staff last Saturday. In the event of war, Russia would consider economic and non-
military government targets fair game, he said. Non-Military Targets Fair Game?  
>> Russians Mass-Exploit Routers in Homes and Gov. Russian Owned Routers? 
>> Texas Democrats Note Interference from Russians. Interferance Continues.  
>> What New Russian Weapon Took Out This Ukranian Drone? Jamming Efforts.   
>> US Election Cybersecurity Funding Gets a Boost of $380 Million. $ for Security.  
>> Could Enemies Sabotage Undersea Cables Linking the World? What's the Angle?  
>> Russian Government Hacks Itself. Roskomnadzor Flap Hinders Millions.  
>> NATO Strengthens Its Cyber Stance. NATO Collective Cyber Defense.  
 

Chinese Cyber Threat Activities.  
Items of Interest:  Cyber Strategy / Advanced Persistent Threats 
     Intrusions Focus on the Engineering and Maritime Sector. Since early 2018, FireEye 
has been tracking an ongoing wave of intrusions targeting engineering and maritime 
entities connected to South China Sea issues. Chinese Strategic Objectives.  
>> The U.S. and China Race to Develop 5G Networks. 5G Race.   
>> China’s New Frontiers in Dystopian Tech.  China's Use of Facial Recognition.  
>> Agencies Have 1-Year Deadline to ID Cyber Workforce Shortages. Cyber Shortages.  
>> U.S. and China Play Chicken on Trade. How is Cyber Impacted?  
>> Secretary Ross Announces Activation of ZTE Denial Order. ZTE Gear Banned.  
>> Federal Agency Data Under Siege. Disturbing Study on Government Data.  
 
Facebook Admits Public Data of its 2.2 Billion Users Compromised.  
Items of Interest: Cyber Threats / Data Security  
     Facebook dropped another bombshell on its users by admitting that all of its 2.2 
billion users should assume malicious third-party scrapers have compromised their 
public profile information. 2.2 Billion Users.  
>> FB Logs Call and Texts Users Make & Receive On Their Phones. Opting Out.  
>> FB Announces Changes to Combat Election Meddling. FB Efforts to Stop Russians.  
>> FTC Confirms Probe into Facebook Data Misuse Scandal. Data Use or Misuse?  
>> It's not just FB. Thousands of Companies Are Spying on You. Extent of Data Sharing.  
>> FB Starts Checking Photos/Videos, Blocks Millions of Fake Accounts. ID Check.  
 
A Cyberattack Hobbles Atlanta, and Security Experts Shudder.  
Items of Interest: Cyber Threats / Critical Infrastructure  
     On March 22, computers in the Atlanta City Government were shut down by 
ransomware, causing outages on internal and public facing applications, including 
billing information, city payroll, and court-related information. Although computer 
networks for the Atlanta Police Department, 9-1-1 systems, and fire-rescue have not 
been affected, the portions of the network related to the court systems have, forcing 
police to write out reports by hand. The threat actor demanded $51,000 in Bitcoin to 
release the data. The ransom has not been paid. Atlanta Systems Brought Low.  
>> Baltimore 911 Dispatch System Hacked. Baltimore Infrastructure Attacked.  
>> SAMSAM Ransomware Hits Colorado’s DoT. Colorado Hit By Ransomware.  
>> US Gas Pipelines Hit by Cyber-Attack. Infrastructure Attack vs. Pipelines.  
>> After Alert On Hacks, Bigger Push To Protect Power Grid. PJM Protects Grid.  

https://www.helpnetsecurity.com/2018/03/23/exfiltration-techniques/?src=arador?GID=WEzOTNmNjkzZGE0NjU4NjQ6Y2E6ZW46Q0EF4-ARADOR-F5NHO2g0O3aDMQom0-zTu1Ds9kfNVEA
https://www.securityweek.com/iran-linked-hackers-adopt-new-data-exfiltration-methods
https://arstechnica.com/information-technology/2018/03/thousands-of-servers-found-leaking-750-mb-worth-of-passwords-and-keys/
https://www.vox.com/2018/3/22/17153918/dnc-hacker-guccifer-2-0-russia-mueller
https://www.theregister.co.uk/2018/03/23/reactive_redundancy_for_data_destruction_protection_stops_shamoon_and_stonedrill/
https://www.zdnet.com/article/stingray-spying-5g-will-protect-you-against-surveillance-attacks-say-standards-setters/
https://www.reuters.com/article/us-israel-cyber-mossad/former-israeli-spy-chief-and-team-of-elite-hackers-form-cybersecurity-firm-idUSKBN1GW1HA
https://www.c4isrnet.com/dod/2018/03/20/why-the-military-needs-to-take-3-d-printer-cybersecurity-seriously/
https://www.zdnet.com/article/avcrypt-ransomware-attempts-to-eradicate-your-antivirus/
https://www.bleepingcomputer.com/news/security/goscanssh-malware-avoids-government-and-military-servers/
https://www.securityweek.com/intel-cpus-vulnerable-new-branchscope-attack
https://www.justice.gov/opa/pr/arkansas-man-sentenced-prison-developing-and-distributing-prolific-malware
https://www.justice.gov/opa/pr/former-it-employee-transcontinental-railroad-sentenced-prison-damaging-ex-employer-s-computer
http://www.militaryaerospace.com/articles/2018/03/trusted-boot-embedded-computing.html
https://www.theregister.co.uk/2018/03/29/almost_a_quarter_of_vpns_tested_leak_ip_addresses/
https://www.bitdefender.com/box/blog/iot-news/many-iot-smartphone-apps-making-life-easy-online-criminals/
https://www.theepochtimes.com/inspector-general-report-says-democrat-hired-pakistani-aides-made-unauthorized-access-to-government-networks_2422089.html
https://www.idtheftcenter.org/images/breach/2018/ITRCBreachReport2018.pdf
https://www.theregister.co.uk/2018/03/29/telecom_protocol_security_enisa/
https://www.securityweek.com/netsupport-manager-rat-spread-fake-updates
https://arstechnica.com/information-technology/2018/04/nasty-malware-campaign-using-thousands-of-hacked-sites-hid-for-months/
https://www.bloomberg.com/news/articles/2018-04-12/u-k-reveals-its-first-major-cyber-attack-was-against-is
https://www.defenseone.com/technology/2018/03/russian-military-chief-lays-out-kremlins-high-tech-war-plans/147051/
https://arstechnica.com/tech-policy/2018/04/russian-hackers-mass-exploit-routers-in-homes-govs-and-infrastructure/
http://www.govtech.com/security/Texas-Democrats-Note-Attempted-Interference-Coming-from-Russian-Computers.html
https://www.c4isrnet.com/unmanned/2018/03/26/what-new-russian-weapon-took-out-this-ukranian-drone/
https://www.techrepublic.com/article/us-election-cybersecurity-funding-gets-a-boost-of-380-million/
https://apnews.com/c2e7621bda224e2db2f8c654c9203a09
https://www.washingtonpost.com/news/democracy-post/wp/2018/04/19/the-russian-government-just-managed-to-hack-itself/?noredirect=on&utm_term=.1f9c60e2ddb9
https://www.afcea.org/content/nato-strengthens-its-cyber-stance
https://www.fireeye.com/blog/threat-research/2018/03/suspected-chinese-espionage-group-targeting-maritime-and-engineering-industries.html
https://www.forbes.com/sites/stratfor/2018/04/03/the-u-s-china-and-others-race-to-develop-5g-mobile-networks/#bacaa2558750
https://www.theatlantic.com/magazine/archive/2018/04/big-in-china-machines-that-scan-your-face/554075/
http://thehill.com/policy/cybersecurity/381332-opm-gives-federal-agencies-one-year-deadline-to-identify-cyber-workforce
https://www.nytimes.com/2018/04/06/business/us-china-trade-endgame.html
https://www.commerce.gov/news/press-releases/2018/04/secretary-ross-announces-activation-zte-denial-order-response-repeated
https://www.darkreading.com/attacks-breaches/federal-agency-data-under-siege/a/d-id/1331467?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://thehackernews.com/2018/04/facebook-data-privacy.html
https://www.forbes.com/sites/amitchowdhry/2018/03/25/facebook-android-data-collection/#77c895c425db
http://cbs4indy.com/2018/04/06/facebook-announces-changes-to-combat-election-meddling/
https://techcrunch.com/2018/03/26/ftc-confirms-probe-into-facebook-data-misuse-scandal/
https://www.cnn.com/2018/03/26/opinions/data-company-spying-opinion-schneier/index.html
https://techcrunch.com/2018/03/29/facebook-fact-check-photos/
https://www.nytimes.com/2018/03/27/us/cyberattack-atlanta-ransomware.html
http://www.baltimoresun.com/news/maryland/crime/bs-md-ci-hack-folo-20180328-story.html
https://www.bleepingcomputer.com/news/security/samsam-ransomware-hits-colorado-dot-agency-shuts-down-2-000-computers/
https://www.infosecurity-magazine.com/news/us-gas-pipelines-hit-by-cyberattack/
https://www.npr.org/2018/04/19/602252391/after-alert-on-russian-hacks-bigger-push-to-protect-power-grid
https://www.linkedin.com/in/armycyberinstitute/
https://www.youtube.com/user/ArmyCyberInstituteWP
https://twitter.com/ArmyCyberInst
https://www.facebook.com/armycyberinstitute/

