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NATO Wamss Cyber Attacks Are a Threat to Democracy Itself.

Item of Interest: Cyber Warfare/ Core Principles

NATO is showing concern about the impact of cyber-attacks, considering that they are a threat to
individuals and organizations, but also to the fundamental nature of democracy. According to Jamie
Shea, deputy assistant secretary general for emerging security challenges at NATO, cyber is facilitating
more advanced and more effective psychological warfare, information operations, coercion and
intimidation attacks, ZDNet reports. Shea added that "Now we worry about the future of democracy,
stability, and health of the state's institutions. We are losing faith in the very instruments we've created to
spur our economy and spur globalization," Shea said. >> Threat to Democracy?

Which Cyvber Countermeasures Improve Security and Which Are a Waste of Money?

Itemof Interest: Cybersecurity Strategy

If you want to know about which cyber defenses are most effective and which a waste of money and
resources are, ask a hacker. And that’s just what Nuix researchers did. “During Black Hat USA and DEF
CON 24 in 2016, we conducted a survey of known hackers, professionally known as penetration testers,
and asked about their attack methodologies, favorite exploits, and what defensive countermeasures they
found to be the most and least effective. >> Effective Cybersecurity Choices.

Yahoo.: 32 Million Accounts Accessed via Cookie Forging Attack.

Itemof Interest: Hacking Techniques / Software Vulnerabilities/ Leadership

Y ahoo has said that an unauthorized third party accessed the company's proprietary code to learn how to
forge certain cookies, which it said resulted in an intruder accessing approximately 32 million user accounts
without a password. "We believe that some of this activity is connected to the same state-sponsored actor
believed to be responsible for the 2014 security incident." >> What is Cookie Forging?

Hackers Drawn to Enerqy Sector's Lack of Sensors, Controls.

Itemof Interest: Critical Infrastructure/ Energy Sector/ Cybersecurity / Defensive Strategy

Oiland gas companies, including some of the most celebrated industry names in the Houston area, are facing
increasingly sophisticated hackers seeking to steal trade secrets and disrupt operations, according to a newspaper
investigation. A stretch of the Gulf Coast near Houston features one of the largest concentrations of refineries,
pipelines and chemical plants in the country, and cybersecurity experts say it's an alluring target for espionage and
other cyberattacks.>> Energy Sector Vulnerable?

Undetectable Mac Malware Proton for Sale on the Dark Web.

Itemof Interest: Malware/ Cybercrime/ Advanced Persistent Threats STATS ofthe WEEK

Hackers are now selling malware for Mac devices straight out on the dark web. They claim the malware
is undetectable and provides hackers with the ability to take full control over MacOS devices by evading
antivirus software. Proton, as it has been named, the malware is a Remote Administration Tool that is

High Costs of Ransomware: Data from 1000+
businesses shows that:

currently being sold over Russian cybercrime message boards. >> M 1. About 85% of the infected businesses had
their files forced offline for at least a week.
StoneDrill Malware Supersedes Sharmoon, Has Both Data Wiping and Spying Features. 2. A third of cases had to suffer through these
. o . i issues for a month or more.
Item of Interest: Malware/ Detection & Mitigation/ Offensive Cyberspace Operations 3. 15% of the businesses targeted by this type

A new type of destructive malware was discovered by Kaspersky. Similar to infamous wiper Shamoon, StoneDrill will destroy of attacks never got their data back.

everything that's on the infected computer. According to the announcement, StoneDrill features advanced anti-detection
techniques and espionage tools. So far, it has targeted victims in the Middle East, but one target was also discovered in Europe. SOURCE: Report "Grim Reality of Ransomware"
The malware was builtin a similar style to the second version of Shamoon, but it was even worse, more sophisticated. As of right
now, it's not known how StoneDrill is propagated. >> Sophisticated Cyber Weapon. Timico Cloud Services & Datto Business Solutions.
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